
he tragic events of September 11 prompted an overwhelming response from
public and private enterprise, including software firms intent on making the
world a safer place through technology. Washington was quick to respond.

Soon after President Bush appointed Governor Tom Ridge to the Office of
Homeland Security, Ridge raised the flag of data integration—stressing the impor-
tance of sharing software applications and data sources across agency lines. Ridge
believes that the government needed centralized information systems in order to
make informed decisions about national security.

Well before September 11 government agencies were struggling to show their com-
pliance with data-integration initiatives. In early 2001, the Bush administration

entreated executive agencies to integrate their information systems and share capabili-
ties—with future budget allocations dependent on their compliance. Mark Forman, asso-
ciate director for Information Technology and Government e-Business for the Office of

Management and Budget, set forth 24 initiatives designed to revolutionize
the way the Federal government conducts business. One of his chief man-
dates was to make sure government agencies can easily communicate and
share information of national concern (http://www.whitehouse.gov/omb/
inforeg/egovstrategy.pdf).

Intelligent Information Delivery 

Forman and Ridge are determined to succeed—both in response to taxpayers’
expectations and because the security of our country depends on it.The tricky
part involves figuring out how to share information without giving up control
of that information. This is Information Builders’ forté. Our WebFOCUS and
iWay technologies are well suited to the complex problems of information
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delivery and integration—whether it’s executives requiring
high-level data analysis, program managers looking for
detailed reports, or agents in the field seeking remote intel-
ligence via wireless devices. Today, Information Builders is
leveraging its technology and experience to drive several
important government initiatives:

• Simplifying cross-agency data integration with the iWay
Security Exchange 
• Enabling secure access to protected data from wireless
devices 
• Integrating business intelligence with GIS mapping tech-
nology 
• Educating government customers and building recogni-
tion for their success 

Secure Information Exchange
Using Information Builders’ iWay technology and IBM’s
WebSphere MQ technology, Information Builders devel-
oped the iWay Security Exchange (iSE), an integration
platform that allows government agencies and bureaus to
share information based on rules established by each party
(see related article, opposite). Government agencies can
exchange information of common interest from disparate
systems and deliver it to Web portals and mobile-comput-
ing devices, all while enforcing security rules within and
between independent organizations.

The unique capability of iSE to handle obscure data
types, such as ADABAS, MODEL 204, IDMS, DATACOM

and Slash Delimited files, has created significant interest
within the Federal government. “We have shown govern-
ment agencies a method for sharing information without
giving up ownership of their data and processes,” explains
Eric Greisdorf, iWay solutions architect for the Federal
Systems Group. “iSE honors legal restrictions on shared
data, preserving agency independence while maintaining
privacy and security safeguards.”

Wireless Access to Secure Data
Other new technology from Information Builders allows
government workers, military personnel, and law enforce-
ment officials to remotely access information behind net-
work firewalls using the internal encryption mechanisms of
a wireless Research In Motion (RIM) Blackberry device.
Access is protected due to the inherent security of
WebFOCUS Two-Way Email, which makes the remote
access system possible.

This capability became very useful following the govern-
ment’s purchase of many RIM devices after the September
11 attacks. The technology was rolled out at the Federal
Computer Week CIO Summit in November 2001, a tribute
to how quickly Information Builders responds to govern-
ment needs.

Putting WebFOCUS on the Map
Another important data integration initiative involves

Geographic Information System (GIS) and ESRI mapping
technology. A GIS combines layers of information about a
place to give users a better understanding of that place,
whether it involves analyzing traffic patterns or viewing 
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Technical Innovation Guides Government
BY DR. MARTIN SLAGOWITZ

Information Builders technology is being used by many government agencies to track people, money, resources, and work-
flow. We have been providing commercially available, off-the-shelf software to federal, state, and local governments since
1975 and we continue to support government initiatives to help keep America safe and secure.

For example, to meet the federal requirements of the Bank Secrecy Act (BSA), Information Builders helped the U.S. Postal
Service (USPS) create an anti-money laundering system to capture suspicious transactions involving money orders, funds trans-
fers, and stored value cards at USPS outlets. In another instance Information Builders Consulting developed and implemented
the State of Pennsylvania Uniform Crime Reporting System to provide instant access to state crime data as required by the fed-
eral government. The solution provides for the collection and reporting of information from any location with Internet access,
including police departments, municipal buildings, schools, libraries, and private homes.

Building on WebFOCUS 
More recently, the New York City Department of Health (DOH) teamed up with Information Builders to give citizens immediate
access to any restaurant’s health inspection information via the Internet. This same technology was later used to help the DOH
launch a Flu Shot Facilities Web site that helps citizens determine where they can obtain free flu shots. Information Builders
helped the Department of Health build the application in just 11 days.

Today, these applications are being leveraged for successful deployment within other agencies and other levels of government.
The expertise gained by developing these systems is a vital part of our response to government needs.

Note: You can learn more about these and other government customers by visiting www.informationbuilders.com/government.

Slagowitz is vice president of Consulting at Information Builders in New York.



What lessons have we learned from the horrific events of
9/11? Certainly we now possess a heightened aware-
ness of the need for an integrated, collaborative

approach to threat management. That means generating action-
able information from new or existing sources, and getting that
information into the hands of the people who need it – when and
how they want it.

The need for integrated and collaborative security exchanges is as
clear and immediate as today’s headlines. Leaders of intelligence,
law enforcement, and other agencies must determine the best way
to use major new budget appropriations that target this need.

Such collaboration requires integrated processes and information
systems – so much so that Sandy Berger, former National Security
Advisor, said, “If I were Tom Ridge, the first dollar I would spend
would be on data integration.” But no one should underestimate the
challenges involved in creating an integrated, collaborative network
of different information systems, agencies, and processes. For true
interagency collaboration, any solution must help all agencies’ cur-
rent and planned information systems to act as a coherent unit. For
example, security organizations such as the FBI, the Immigration and
Naturalization Service (INS), Bureau of Alcohol, Tobacco, and
Firearms (BATF), the CIA, and state police agencies, already have
processes to monitor, track, and apprehend criminals and suspicious
parties. These processes would be far more effective if they had
immediate access to information that may be the responsibility of
another agency, state, or even country.

It sounds conceptually simple, but it’s really a very difficult pol-
icy and technology puzzle. Law enforcement and intelligence
agencies are struggling to solve it. Integration within a single
organization is hard; interagency integration can be orders of
magnitude harder.

This article describes the iWay Security Exchange (iSE), which
uses integration technologies from iWay Software and iWay’s
partners to meet the imperative for a collaborative framework to
enable government, law-enforcement, and private industries to

independently protect and manage secure information, yet
exchange information of common interest between disparate sys-
tems and deliver it to the point of impact via the Web, portals, or
handheld devices. Such exchanges of existing security informa-
tion need to take place across department, agency, and even
national boundaries – all while
enforcing security rules within and
between the independent organiza-
tions involved. This article will dis-
cuss such challenges of security and
homeland defense integration, such
as preserving agency independence,
maintaining privacy and security
safeguards, streamlining the cre-
ation of collaborative processes,
utilizing existing IT assets, infor-
mation delivery, and handling new
security technologies such as biometrics and face recognition.

Collaboration: The Imperative to Integrate
The Gartner Group has identified three major approaches to
security integration. Each of these approaches has both broad
advantages and disadvantages:
• Data Consistency – Relies on a central information repository,
often called a “data warehouse,” which is periodically refreshed
with data from a variety of information systems.
• Composite Applications – These applications transparently con-
nect to existing applications in real-time, so users can fulfill tasks.
• Straight-Through Processing (STP) – Centrally manages a
process through a series of clearly defined steps, each owned by
the most appropriate organization. This is the most important
integration approach for managing collaboration across security,
intelligence, and law-enforcement agencies.

Integration technologies play an essential role as a foundation
CONTINUED ON PAGE 28

Figure 1 (left): iSE includes tools for
integrating in any of the three scenarios
described above – data consistency (top),
composite applications (center), or
straight-through processing (STP, bottom)
–  plus tools for managing content genera-
tion, portals, and data that work across
the entire integrated government solution.

Figure 2: iWay ETL Manager’s Extraction,
Transformation, and Load (ETL) tool user
interface uncomplicates the creation and
maintenance of new data warehouses and
marts from secure, proprietary data stores
at different government agencies.
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similar crimes throughout a city to detect a pattern. When
combined with Information Builders’ WebFOCUS tech-
nology, users can employ GIS systems to create maps with
“hot spots” tied to a data set. For example, an FBI agent
could create a map that tracks the movement of suspects,
both historically and in near real-time.

Educating Government Customers
Finally, Information Builders developed the iCare program
to offer recommendations on how its software technology
can be used more efficiently. As part of the program,
Information Builders’ Federal Systems Group dispatches
systems engineers into an agency to analyze reporting sys-
tems and educate users. For example, when the anthrax
scare caused the U.S. Postal Service to redirect most of its
budget to non-information technology projects,
Information Builders helped the agency find ways to
reduce costs. Using Information Builders’ Resource
Analyzer technology, systems engineers evaluated software
processes on the Postal Service’s mainframe computers in
San Mateo, Calif., improving the efficiency of critical soft-
ware applications.

In other cases, Information Builders is helping government
agencies monitor help desk calls to identify specific training
needs. After analyzing recurring problems, system engineers
can recommend training courses or set up on-site workshops
to promote specific skills. “The on-site workshops have
proven very useful for helping programmers become more
effective and efficient,” explains Patsy Riley, systems engi-
neering manager for the Federal Systems Group.

Making sure government customers receive recognition is
another important part of the iCare Program. Due to our
prompting, many Information Builders customers have
applied for and won the e-Gov Pioneer Award, the
Government Computer News Excellence in IT Award, and
the Government Executive Innovators in Government
Award. Other government customers have qualified as
finalists in the Computerworld Smithsonian Awards.

“Recognition is vital in the government as it shows tax-
payers how their money is being spent and allows agencies
to share their successes with other government offices,”
concludes Rebecca Umberger, Federal marketing commu-
nications manager. “This helps breed the cross-agency flow
of applications Mr. Forman is looking for.”

Larry Reagan is director of Information Builders’ Federal Systems
Group in Arlington, Virginia.
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for each type of collaboration. They’re built using components
like middleware, Enterprise Application Integration (EAI)
tools, messaging and queuing (MQ), and Extraction,
Transformation, and Load (ETL) operations. Often several
types of integration technologies are used for these collabora-
tive environments.

iWay Security Exchange (iSE) supports all three major inte-
gration approaches with award-winning technologies and solu-
tions crafted by iWay Software and Information Builders: data
consistency with ETL tools, composite applications with real-
time Java- or XML-based exchanges, and  straight-through pro-
cessing methods. In addition, iWay’s Intelligent Adapters
enable access to virtually any application, data source, network
transport, or integration tool in an environment. Because these
adapters are shared across all three integration tools, they
reduce the iSE’s development and maintenance costs.

Now let’s consider the relative merits of the three primary
approaches to integrated security: Data consistency, composite
applications, and straight-through processing.

Data Consistency 
Data warehouses, data marts, operational data stores, and
reporting databases are all platforms that provide data consis-
tency in a collaborative security process. Other uses include
application reconciliation and batch processing. Data consis-
tency is the most common form of integration, comprising
about 80 percent of all the projects done today.

Data consistency involves making copies of sets of data on a
scheduled basis, to ensure that data in one application is reflect-
ed correctly in another. It’s analogous to bulk postal mail where
all the data is sorted at the post office, organized neatly, and then
delivered once a day to most locations.With data consistency, all
data is extracted by the ETL tool, organized and aggregated, and
then delivered to the target database at scheduled intervals.The
data consistency approach offers the proven benefits of data
warehouse-type solutions:

“One Version of the Truth.” Data from multiple databases can
be correlated before loading into a data warehouse or data mart,
reconciling apparent differences among reports.

Optimized performance. Data is removed from operational
systems, so it can be staged in a way that makes common
reports and queries more efficient.

Protects key resources. Data consistency solutions limit the
performance impact on operational systems by moving heavy
reporting workloads to warehouse platforms.

Easy to query. Because data is loaded into spreadsheet-like
tables, users can easily understand and query the information
without going through obscure structures and hierarchies.

Centralized administration and security. With all informa-
tion ultimately stored in a single database, one team can man-
age all security and administration for the data.

Balanced against these advantages, however, are disadvan-
tages such as data latency – including the lack of real-time
access – along with serious issues of data ownership and
accountability, as well as legal and political constraints of the
Patriot Act, which forbids merging data about citizens and
non-citizens into a single database.
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Composite Applications
Composite applications are created from other applications. Data
doesn’t reside in its own database – it is instead managed by the
individual applications that control it. Composite applications
usually function in real-time and frequently use a Web browser as
the user interface.

This approach is analogous to a series of telephone calls where
people (or fax machines, modems, etc.) communicate in real time
with immediate feedback. If one person, fax, or modem goes offline,
effective communication stops. Similarly, if an underlying applica-
tion goes offline, the composite application ceases to function nor-
mally and must have some sort of backup. With high-availability
components, the composite approach delivers important benefits:

Real-time integration. Because they use other production appli-
cations as building blocks, composite applications can always use
the same data as the application of record.

Reuse validation and business logic. Composite applications
take advantage of validation logic and business logic of underly-
ing applications, reducing overall development time lines and
maintenance costs.

Respects Patriot Act restrictions. Data doesn’t have to be written
physically to a database, so citizen and non-citizen data can be
merged in real time for intelligence, tracking, or threat identification.

Better ownership, security, and compartmentalization. Since
underlying applications remain under the control of organizations
that own them, the information used is still under their control,
too. If necessary, composite applications can decentralize com-
partmentalized data to give control to people who need it.

But there can be drawbacks. Composite applications lack “One
Version of the Truth” when real-time processing doesn’t reconcile
significant semantic differences among systems.They can also mal-
function when one or more application components aren’t online
and ready to work, and they contend for resources on important
operational systems.

Straight-Through Processing
Straight-through processing (STP) uses messaging and a central
“integration broker” to automate step-by-step processes and coor-
dinate the activities of many different application components. As a
result, STP applications function in near real-time because their
components don’t need to be running and available in order for the
process to work.

Straight-through processing can be considered analogous to
email. With email, the sender and the receiver do not have to be
online simultaneously. The sender sends his email to a central

server, which then waits until the receiver is online and then
immediately delivers it. With straight-through processing, events
are controlled by the integration broker, which manages system
interactions even if some applications are down or sluggish
because of a heavy workload. The resulting benefits include:

Robust processing. Because STP processes use integration bro-
kers that handle application failures, slow response times, and
other issues easily, they support highly reliable applications with
built-in recovery.

Data ownership. STP processing respects the integrity of its
component applications, so data security and ownership protocols
are maintained more easily.

Agency independence. Each government agency or organiza-
tion can retain its own internal process as it determines how to
respond to messages.

Better security and legal compliance. STP applications facili-
tate clear data ownership and agency independence. At the same
time, citizen and non-citizen data is not stored in databases, so
legal compliance is preserved.

Flexible application design and maintenance. Since STP appli-
cation processes are loosely integrated, it’s easy to modify them
to incorporate new agencies, divisions, or applications.

On the downside, STP applications can be complex and expensive
to implement, although iWay Security Exchange’s messaging,
integration broker, and adapters offer high-quality, off-the-shelf
components that keeps this type of solution very cost-effective.

iWay Software and Information Builders
As the integration-technology subsidiary of Information Builders,
iWay Software enjoys considerable success and trust among fed-
eral, state, and local IT establishments. Agencies who have won
government technology awards using iWay Software  include the
Federal Emergency Management Agency (FEMA), U.S.
Department of Agriculture (USDA), U.S. Postal Service
(USPS), State of Pennsylvania Uniform Crime Reporting (UCR)
system, and many others.

For more information on iWay Security Exchange solutions and
services, visit us at http://www.iwaysoftware.com/securityex-
change.

Ed.: Federal Computer Week ran a related piece recently titled, “Info
Builders targets info sharing” . . . to view the article in its entirety go to
http://www.fcw.com/fcw/articles/2002/0401/tec-info-04-01-02.asp
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Figure 3 (left): iSE makes it easy to map
information from a set of sources to a set of
targets, regardless of types

Figure 4: A process flow within iSE’s
straight-through processing tool. Each box
on the screen is an application or govern-
ment agency accessed within the flow.


